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Preface

This document introduces the steps of setting up N-Reporter Probe in ESX/ESXi virtual
machine environment. In the first chapter, we introduce how to set up N-Probe virtual machine,
which transfers the mirror traffic from Switch into NetFlow, and send them to N-Reporter for
analysis. The second chapter introduces how to set up Probe module of N-Reporter virtual
machine, which transfers the mirror traffic into NetFlow, and send them to N-Reporter itself for

analysis.
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Setting Up Probe in ESX/ESXi Virtual Machine

1 Setting up Probe in N-Probe virtual machine

1.1 ESX/ESXi server request

(1) Please prepare a Server. Recommended specification:

v' CPU: Intel Xeon E3-1230 v2 or above.

v" Memory: Over 8G.
If you want to reach the best performance while N-Probe is operating, we need at least 1G
Ram for one LAN port, and at least 2G Ram for two LAN ports, and so on.
If the HDD storage is over 3GB, N-Probe needs 1G Ram.

v Install ESX/ESXi 4.1.0 or above.

(2) Please prepare a Windows computer, and install VMware vSphere Client,(vSphere Client
4.1.0 or above is recommended,) for ESX/ESXi Server management.

(3) Please prepare a N-Reporter machine or N-Reporter virtual machine to receive Flow from
N-Probe.
To prepare a N-Reporter virtual machine, please refer to N-Reporter virtual machine set-

up document:

http://www.npartnertech.com/download/setup/N-Reporter-VMware-set upment-en.pdf

1.2 Download N-Probe OVA file
The download link of VMware ESX/ESXi version N-Reporter Image:

http://www.npartnertech.com/download/vm/N-Probe.ova

1.3 N-Probe virtual machine set-up

(1) Open VMware vSphere Client, and login ESXi Server.

(2) Click [File] — [Deploy OVF Template].

(3) Click [Browse...], then choose N-Probe.ova, and click [Next].

(4) Click [Next].

(5) Type in the name of N-Probe virtual machine, in this case: "N-Probe". Then click [Next].

(6) Choose datastore, and click [Next].

(7) Please choose the applicable format. Thick format is recommended due to its higher
performance. Check [Thick provision format], and click [Next]. Thick format requires the

complete size of a virtual HDD storage. N-Probe requires 1G storage.


http://www.npartnertech.com/download/setup/N-Reporter-VMware-set%20upment-en.pdf
http://www.npartnertech.com/download/vm/N-Probe.ova

Note: Please choose [Thick provision lazy zeroed] for ESXi 5 version; [Thick provision

format] for ESXi 4.

1.4 Set up N-Probe virtual machine management port ethO
(1) N-Probe set-up: Please download NReporter-QuickStart-Guide for reference.

(2) Download quick start guide: http://www.npartnertech.com/download/setup/N-Reporter-

QuickStart-Guide-EN.pdf

(3) Set up management port (Ethernet interface eth0):
Open VMware vSphere Client, and login ESXi Server °
Click [N-Probe virtual machine], and click [Console] to enter console interface. Then, login CLI.

(Note: The preset CLI account/password: npartner / npartner)
configure terminal #Enter configure terminal
interface eth0 192.168.2.2 255.255.255.0 gw 192.168.2.253

1,0

#The format is“interface [interface] [N-Probe_|IP] [subnet_mask] gw [gateway_IP]

exit #Leave configure terminal
show configure #Check if the internet settings are correct.
In this case, the IP of N-Probe eth0 is set 192.168.2.2.

Helcome to H-Reporter CLI?
H-Probe# show conf
system Configuration

clock tiMezone B8

hostname N-Probe
interface ethd 192.168.2.2 255.255.255.8 gw 192.168.2.253
System Configuration



http://www.npartnertech.com/download/setup/N-Reporter-QuickStart-Guide-EN.pdf
http://www.npartnertech.com/download/setup/N-Reporter-QuickStart-Guide-EN.pdf
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1.5 Apply for N-Probe License
(1) Type in browser URL http://192.168.2.2/sysadm/reqgister.ntml to connect Web login

interface. Click [Get Machine Key], and download machine.dat.

(2) Send machine.dat to support@npartnertech.com.

Email format:

Subject: N-Probe License test application
Contents:

Organization:

Applicant:

Email Address:

Contact phone:

Service dealer or Sl firm: (Not necessary)

Remark:

(3) support@npartnertech.com will reply the letter with License File. Please connect to

http://192.168.2.2, and upload license file. The system will restart automatically after

finishing uploading.


http://192.168.2.2/sysadm/register.html
mailto:support@npartnertech.com
mailto:support@npartnertech.com
http://192.168.2.2/

1.6 N-Probe virtual machine probe port set-up

(1) Open VMware vSphere Client, ESX/ESX.

(2) Click [Home ] — [ Inventory].

(3) View all the Physical Network Adapters of ESXi Server. Click [ESXi Server] —

[ Configuration | — [ Network Adapters ]. In this case, N-Probe virtual machine uses
physical ethernet port vmnicO as management port (eth0), and physical ethernet port
vmnic1 to receive mirror traffic from Switch. Please connect vmnic1 to Switch mirror port.
Note: Set up mirror port on Switch first.

Note: For multiple interface probe test environment, please connect ESXi
vmnic1~vmnicN onto multiple parallel switch mirror port.

(4) If vmnic 1 does not have Network Label, add vmnic1 Network Label as "VM Network2."
Click [ESXi Server] — [ Configuration ] — [ Networking ] — [ Add Networking ... ]. Check
[Virtual Machine ] for Connect type, click [ Next ]. Check [ Create Virtual Switch ], check
[ vmnic1 ], and click [ Next ]. Use the preset Network Label "VM Network2," click [ Next ].
Click [ finish ].

Note: For multiple interface probe test environment, please add vmnic1~vmnicN to the
matching Network Label "VM Network2" ~ "VM NetworkN+1."

(5) Start VM Network2 Promiscuous Mode. Click [ESXi Server] — [ Configuration ] —

[ Networking ] — [ vSwitch1 Properties... ]. Click [ VM Network2 ] — [ Edit...] — [ Security ].
Check [Promiscuous Mode], choose [Accept] from drop-down menu, and click [ OK].
Note: For multiple interface probe test environment, VM Network2 ~ VM NetworkN are all
required to start promiscuous mode.
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(6) Turn off N-Probe virtual machine. Click N-Probe virtual machine, then click [ Edit virtual

(7)

machine settings ].

Click the second Virtual Network Adapter (Network adapter 2) of N-Probe virtual machine.

Choose [VM Network2] for Network label, and click [OK].

Note: For multiple interface probe test environment, N-Reporter needs to add multiple

virtual Network adapters. Different from management port ethO, we call them N-Reporter

eth1, eth2, ..., ethN. Each Network Label must match its ESXi Server to connect onto the

parallel switch vmnic1, vmnic2, ..., vmnicN.

Fl

= @ 192168231

& 169

G176

(G Debian6.0.6
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51 ES-ICMP-20G-probe

£ hadoop

Eh HP vsMS

G Image-base-2.60° # LT
G Image-base-opentty1-200C
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What is a Virtual Machine?
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Basic Tasks

[» Power on the virtual machin&d

|@v Edit virtual machine settings

Name

Target _“

) N-Probe - Virtual Machine Propertie:

<h Summary ' Resource Allocat | EEIGTENS ]Opﬁons] Resourcesl

[ Show Al Devices

Add... Remove

Hardware Summary

Wl Memory 2048 MB

A crus 1

;l Video card Video card

= VMCIdevice Restricted

e SCsI controller 0 L=I LogicParallel

& Hard disk1 Virtual Disk

% CD/DVD Drive 1 CD-ROM 1
Network adapter 1 WM Netwark

BB MNetwork adapter2 WM Network 2 |
Floppy drive 1 Floppy 1 \

Device Status
-

¥ Connect at power on

Adapter Type

Current adapter: E1000

MAC Address
00:0c:29: 76:d5:fc

¥ Automatic " Manual

Network Connection
Network label:

virtual Machine Version: 7

Help
\

OK Cancel

(8) Start N-Probe virtual machine.

1.7 N-Probe virtual machine CLI set-up

(1) Enter N-Reporter CLI by vSphere Console. Open VMware vSphere Client, and login

(2)

ESX/ESXi. Click [ Home ] — [ Inventory ]. Click N-Probe virtual machine — [ Console ].

Type in login account: npartner, password: npartner, to enter N-Probe CLI.

Type in "configure terminal®, click Enter, to enter configure terminal.

41

Type in "flow-export $N-Reporter IP  $port”, in this case: "flow-export 192.168.2.1 9001” to

set up IP and port for receive flow.

Type in "flow-sampling 1” to set up flow sampling rate, default setting as 1.

Type in "probe interface 1” to start probe. Turn on an ethernet port eth1.

Type in "syslog-export $N-Reporter IP”, in this case: "syslog-export 192.168.2.1” to set up



IP for receive Syslog.

Type in "exit" then leave configure terminal.

configure terminal
flow-export 192.168.2.1 9001  #Set up flow(port 9001) output to 192.168.2.1

flow-sampling 1 #Set up flow sampling rate - presetis 1 °

probe interface 1  #Turn on Probe on port(eth1)
exit

Note: For multiple interface probe test environment, please set up "probe interface N."

system Configuration
H-Probe# conf ter
H-Probe(config)# flow-export 192.168.2.1 9HH1
H-Probe(config)# flow-sampling 1
N-Probe(config)# probe interface 1
H-Probe(configl# exit
NH-Probe# show conf

system Configuration
clock timezone B
flow—export 192.168.2.1 98H1
flow—=ampling 1
hostname H-Probe
interface ethB 192_168.2.2 255.255.255.8 gwu 192.168.2_253
probe interface 1

sysztem Configuration
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2 Set up Probe in N-Reporter virtual machine
2.1 N-Reporter virtual machine set-up

Please refer to " Installing N-Reporter image on VMWare ESX/ESXi " for N-Reporter virtual
machine set-up.
Document download URL:

http://www.npartnertech.com/download/setup/N-Reporter-VMware-set upment-en.pdf

Note: While applying for N-Reporter virtual machine License, please note that the

application includes the license of Probe module.

The name of the N-Reporter virtual machine in this case is " ES-ICMP-200G. "

2.2 N-Reporter virtual machine probe internet port set-up
(1) Open VMware vSphere Client, ESX/ESXi.
(2) Click [ Home ] — [ Inventory ].

E £y Home b g8 Inventory b [F] Inventory

+
& @
= 3 52-163-111 localhost VMware ESXi, 4.1.0, 260247
169
Gh 176 el ey sl Summary | Virtual Machines | Resource Allocation | Perf
1 Debian6.0.6
& ES-ICMP-200G What is a Host?
B hadoop
Gl HP vSMS A host is a computer that uses virtualization software, such
(i Image-base-2 60°% 1 17 as ESX or ESXi, to run virtual machines. Hosts provide the

Gh Image-base-opentty1-200¢ | CPU and memory resources that virtual machines use and
(1 Image-base-openttyl-200C |  give virtual machines access to storage and network

Gh Image-probe connectivi

G iSCSI_target .

G MailServer You can add a virtual machine to a host by creating a new
@ nreporter-base-1500G one or by deploying a virtual appliance.

51 NReporter-base-2.61fH 1 _ ) o
Bl NReporter-base-2.623:5)s |  The easiest way to add a virtual machine is to deploy a

Gh nreporter-base-200G-1.1.3 |  Virtual appliance. A virtual appliance is a pre-built virtual
51 NReporter-base-20G-VLB machine with an operating system and software already

51 nreporter-base-500G installed. A new virtual machine will need an operating
G nreporter-base-500G-3-1-5 | system installed on it, such as Windows or Linux.
G win2kg



http://www.npartnertech.com/download/setup/N-Reporter-VMware-set%20upment-en.pdf
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(3) View all the Physical Network Adapters of ESXi Server. Click ESXi Server (In this case:
192.168.2.11) — [ Configuration ] — [ Network Adapters ]. Generally speaking, N-Reporter
virtual machine uses physical network card vmnicO as management port, and use physical
network card vmnic1 to receive the mirror traffic of Switch. Please connect vmnic1 onto the

Switch mirror port.

Note : Set up mirror port on Switch first.

= oxthack VMware FSXI. 4.1.0. 260247

Getting Started Eummary | Virtual Machines Local Users & Groups | Events ' Permissions
(1 Debiané.0.6 T
@ ES-ICMP-200G Device Speed Configured Switch MAC Address Observed IP ranges Wake on LAN 5t
1 hadoop Health Status
51 HP vSMS Intel Corporation 82573E Gigabit Ethernet Controller
G Image-base-2. 6044815 FREETE B vmnicd 100 Full 100 Full vSwitchd 00:30:48:fd:99:20  128.0.0.1-255.255.255.254  Yes
) Image-base-opentty1-2006 Memory Intel Corporation 82573L Gigabit Ethernet Controller
1 Image-base-opentty1-2006 SIS R vmnicl 100 Full 100 Full vSwitcht 00:30:48:fd:98:21  120.0.0.1-255.255.255.254  Yes
[ Image-probe Networkin
& 1SCSI_target Storage Adapters
) Malsene

& nreporter-base-1500G

Tdvanced et
5 NReporter-base-2.61Fi L S

@ NReporter-base-2.6255 2 Power Management
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£ NReporter-base-20G-VLB Sl
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g nrezirster-base-SDDG-l-l-S Time Configuration
win.

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Settings
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(4) If vmnic1 does not have Network Label, add vmnic1 Network Label as "VM Network2." Click

ESXi Server — [ Configuration ] — [ Networking ] — [ Add Networking ... ].

oot Whherara FOYI. 4.1.0, 260247
L S
& 176 Getting Started | Summary | Virtual Machines | Resource Allocation | Performance Lacal Users & Groups | Events | Permissions
[ Debians.0.6 .
B ES-ICMP-200G oais View: |Virtual Switch
Gh hadoop Health Status Networking .| Properties...
G HP vSMS B
[ Image-base-2.60%: 4 roseare
- - Memory
1 Image-base-opentty1-200C al Switchs vSwitcho . Properties...
& Image-base-opentty1-2006 SEcs - el fdapte
(G Image-probe + Networking VM Network 3 B9 vonicd 100 Full | 5
i5CSI
8 1SCSI_target s B 20 virtual machine(s)
G Mailserver Network Adapters Py
&1 nreporter-base-1500G . ) nreporter-nase- &
G NReporter-base-2.6 1fH4H Advanced Settings win2ke =
eporter-base-2.61fi it ) .
{1 NReporter-base-2.6235 1k Power Management HP vSMS &
G nreporter-base-2006-1.1.3 = Debiané.0.6 i)
G NReporter-base-20G-VLB nreporter-base-200G-1.1.3 &
(G nreporter-base- 5006 Licensed Features NReporter-base-20G-V18 &
& nreporter-base-500G-3-1-5 - eporter-base
Time Configuration
G win2k8 | nreporter-base-1500G h
DS and Routing nreporter-base-500G-3-1-58 h
Authentication Services
Image-probe i)
Vir I W
Virtual Machine Startup/Shutdown ES-ICMP-200G &
Vir W i
vir h_la.| Machine Swapfile Location 169 @“_
Security Profile . 176 &
System Rasoul.ca Allocation MailServer &
Advanced Settings 1SCSI_target &
Image-base-2.60%H8HE 3-8
hadoop h
NReporter-base-261 7 #8RR h
NReporter-base-262837hR i)
Image-base-opentty1-200G-20130304 @
Image-base-opentty1-200G-20130304-1 @
{3 Management Netwark Qq»
wmkD = 192.168.2.11
4| [} ]

Check [ Virtual Machine ] for Connect type. Click [ Next ]. Check [ Create Virtual Switch ],

check [ vmnic1 ]. Then click [ Next ]. Use the preset Network Label "VM Network2", click

[ Next ]. Click] finish ] ¢

10



e A UReposicil

(5) Start VM Network2 Promiscuous Mode. Click ESXi Server — [ Configuration ] —

[ Networking ] — [ Properties... ].

el el P s Sl S S Sl P /S

G MY
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ES-ICMP-200G

hadoop

HP vSMS
Image-base-2. 60°E # ki
Image-base-opentty1-200¢
Image-base-opentty1-200¢
Image-probe

I5CSI_target

MailServer
nreporter-base-1500G
NReporter-base-2.61 i K
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Click [ VM Network2 ] — [ Edit...] — [ Security ]. Check [Promiscuous Mode]. Choose [Accept]

from the drop-down menu, click [ OK ].

' - ]

Ports | Network Adaptel
| — = rSI | raffic Shaping I NICTeamingl

Geperal

Configuration | Summary |
v Switch 120 Ports
VM Network 2 Virtual Machine ...

T

Forged Transmits: 1 IAccept LI

*.

Add... Remove

L3 WM Network 2
= |3 virtual maching

nrepaorter-base-

0K I Cancel Help
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(6) Turn off N-Reporter virtual machine ES-ICMP-200G. Click N-Reporter virtual machine ES-

ICMP-200G, then click [Edit virtual machine settings ].

4

2 [ 192.168.2.11

G HP wSMS
(3 Image-base-2.60°HH
1 Image-base-open
Eh Image-base-opent
& Image-probe

{h iSCSI_target

Eh MailServer

Eh nreporter-base-1500G
Eh NReporter-base-2.61RH RS
Eh NReporter-base-2.625
Eh nreporter-base-200G-1.118
E1 NReporter-base-20G-VLB
51 nreporter-base-500G
& nreporter-base-500G-3-1-5
1 win2k8

L1} 2

ES-ICMP-2006G
e et el Summary | Resource Allocation | Performance | Events ' Console ' Permissions

close tab
What is a Virtual Machine?

A virtual machine is a software computer that. like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run -
many virtual machines.

Basic Tasks

vSphere Client

[» Power on the virtual machine

l@' Edit virtual machine settings

13
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(7) Click the second Virtual Network Adapter of N-Reporter virtual machine (Network adapter 2).
Choose VM Network2 for Network label, then click [OK].

P — T
(7) ES-ICMP-200G - Virtual Machine Properties EENEEETSC

Hardware lmpﬁm—,s ] Resources ] Virtual Machine Version; 7
Device Status
[~ Show All Devices Add... Remove | W Connected
Hardware Summary [¥ Connect at power on
g I';ﬂ;:nsu:u ry 3192 MEB pE—
|;| Video card Video card Current adapter: E1000
= VMCI device Restricted
@ SCSI controller 0 L5I LogicParallel L L
= Hard disk1 Virtual Disk 00:0¢:29:28:53:d6
= Hard disk2 Virtual Disk (= '
% CD/DVD Drive 1 CD-ROM 1
Bf MNetwork adapter 1 WM Network Metwork Connection
m Network adapter 2 (edite... VM Network 2 N Metwark label:

Help | Cancel
A

h A

Note: For multiple interface probe test environment, N-Reporter requires to add multiple
virtual Network adapters. Different from the management internet port eth0, we call them
N-Reporter eth1, eth2, ..., ethN. The settings of each Network Label must match its ESXi

Server to connect onto the parallel Switch vmnic1, vmnic2, ..., vmnicN.
(8) Start N-Reporter virtual machine.



2.3 N-Reporter virtual machine CLI set-up
(1) Enter N-Reporter CLI by vSphere Console. Open VMware vSphere Client to login ESX/ESXi.
Click [Home] — [Inventory]. Click N-Reporter virtual machine ES-ICMP-200G — [ Console ].

Type in login account: npartner, password: npartner, to enter N-Reporter CLI.

N-Reporter# exit

N-Reporter login: npartner
Password:
Last login: Hed Mov 19 17:19:55 GMT+8 2814 on ttyl

Welcome to M-Reporter CLIt
N-Reporters _

(2) Typein " configure terminal "
Type in " probe on, " click [Enter] to start probe.
Type in " flow-export $N-Reporter IP  $port " , in this case: " flow-export 192.168.2.1
9001 " . Set up IP and port for receive flow.

Type in "exit" then leave configure terminal.

N-Reporter login: npartiner
Password :
Last login: Hed Hov 19 17:19:55 GHT+8 Z814 on ttuyl

llelcorme to H-Reporter CLI?

N-Reporter# conf ter

H-Reporter(config)# flow-export 192.168.2.1 9881
H-Reporter(config)# probe on

Probe i=s ON

H-Reporter(config)# exit

H-Reporter#

15
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3 Troubleshooting

(1) Login N-Reporter Web. If the unknown Flow device of N-Reporter does not appear. Please
check by the steps below.

(2) Login N-Reporter CLI.

(3) Enter N-Reporter NShell. Type in "nshell", then click Enter.

N-Reporter login: npartner
Password:
Last login: Hed Now 19 17:19:55 GMT+8 2814 on ttyl

lelcome to N-Reporter CLI?
N-Reporter# conf ter
N-Reporter(config)# flow-export 192.168.2.1 9881
N-Reporter(config)# probe on
Probe is ON
N-Reporter(config)# exit
N-Reporter#
clear clear screen
clock Configure clock
configure Configuration from cli interface
duvd This command is obsolete
exit Exit current mode and down to previous mode
nzhell NH-Reporter =shell
reboot Reboot system
reset Rezet system configuration
showu Show runming system information
shutdowm Shutdown system
N-Reporter# nsh
N-Reporter# nshell
bash-3.2# _

(4) Test N-Reporter probe exports flow: Type in "tcpdump -i lo udp port 9001" during NShell

mode. If it can get flow packets by tcpdump, it means set-up success.

bash-3.2# tcpdump -i lo wdp port 9881

tcpdump: verbose output suppressed, use -v or -ww for full protocol decode

listening on lo, link-type EM1BMB (Etherwmet), capture size 96 bytes
144 :725. 888258 IP 197. 168. .54768 > 1927.168. .9881: UDP, length 1464
(44 :76.H48788 1P 1927. 168. . 54768 192. 168. .9881: UDP, length 1464
(44 :726.888814 IP 1927.168. . 54768 192. 168. .9881: UDP, length 1464
(44 :26. 888825 IP 1927. 168. . 54768 192. 168. .9881: UDP, length 1464
144 :27, 448785 1P 1927, 168. . 547680 192. 168. .9881: UDP, length 1464
(44 :27.881898 IP 1927. 168. . 54768 192. 168. .9881: UDP, length 1464
(44 :27. 881417 1P 192, 168. . 54768 192. 168. .9881: UDP, length 1464
144 :27.881712 1P 1927.168. . 54768 192. 168. .9881: UDP, length 1464
(44 :27. 882829 IP 1927. 168. . 54768 192. 168. .9881: UDP, length 1464
144 :27,. 882324 1P 192, 168. . 547680 192. 168. .9881: UDP, length 1464

A |
2.1
2.1
i |
2.1
i |
2.1
A |
i |
2.1

WORON W W W W N
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B e ek b ek ek ek ek ek

(5) Test N-Reporter probe exports syslog: Type in "tcpdump -i lo udp port 514" during NShell
mode. If it can get syslog packets, it means set-up success.

(6) Test N-Reporter receives flow: Type in "tcpdump -i ethO udp port 9001" during NShell
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mode. If it can get flow packets, it means receive flow correctly.
(7) Test N-Reporter receives syslog: Type in "tcpdump -i ethO udp port 514" during NShell

mode. If it can get syslog packets, it means receive syslog correctly.
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